
AI and CyberSecurity –

Friend or Foe?

Artificial Intelligence (AI) is the future and a solution to many business 

problems. 

On the flipside, it is also a considerable threat to businesses and 

finding security solutions to problems it causes has still not been 

adequately addressed.

How can AI work with and 

affect your CyberSecurity? 

Mark, Global CyberSecurity expert says, “AI can efficiently analyse 

user behaviours, deduce a pattern, and identify all sorts of 

abnormalities or irregularities in the network. With such data, it’s much 

easier to identify cyber vulnerabilities quickly. Contrarily, the 

responsibilities which are now dependent on human intelligence will 

then be susceptible to malicious cyber programs imitating legitimate 

AI-based algorithms.” 



“Several organizations are rushing to get their machine-learning-based 

products out in the market. With this behaviour, they might overlook 

[the fact that] the algorithms are creating a false sense of security. 

Relying on “supervised learning” is another threat. Under this, the 

algorithms label the data sets as per their nature. It could be malware, 

clean data, or some other tag. Cybercriminals, if they get access to the 

security firm, can alter the label as per their convenience. Also, routine 

tasks relying on AI can be manipulated by advanced hacking 

campaigns through the use of machine learning.

In spite of being a security risk to businesses, AI will continue to 

minimize the routine security responsibilities with high-quality results. 

AI automation will be able to identify recurring incidents and even 

remediate them. It will also be able to manage insider threats and 

device management.”

Making a shift to AI

Some organisations have already adopted AI to strengthen their 

security infrastructure. Numerous AI-powered solutions are 

significantly improving cybersecurity including:

• Gmail – A system to filter out emails and offer a spam-free 

environment efficiently has been developed and the use of 

machine learning blocks 100 million spams per day. 

• IBM’s Watson – Cognitive training uses machine learning to detect 

cyber threats and other cybersecurity solutions.

• Google – Deep Learning AI is used on its Cloud Video Intelligence 

platform whereby videos are stored on the server and analyzed

based on their content and context. The AI algorithms send 

security alerts whenever something suspicious is found.

• Balbix – This platform uses AI-powered risk predictions to protect 

the IT infrastructure against data and security breaches.



What is Machine Learning in CyberSecurity?

Machine Learning (ML) isn’t merely an application of algorithms; it can 

respond to security incidents by improved analysis of cyber threats. 

Some ML benefits are:

• Detecting malicious activities and stopping cyber-attacks.

• Analysing mobile endpoints for cyber threats (e.g. Google is 

already using machine learning to do this).

• Improving human analysis – from malicious attack detection to 

endpoint protection.

• Automating mundane security tasks.

• Having no zero-day vulnerabilities.

Present-Day CyberSecurity and its Future 

with AI

Organisations are aware of the massive impact of every small- to 

large-scale cyber-attack and presently pay close attention to their 

network security by using multiple lines of defence.

What is the multi-layered security systems used to secure their 

infrastructure?

• Layer 1 – Firewalls. Using the best, suitable firewall capable of 

controlling and filtering out network traffic. 

• Layer 2 – Antivirus (AV) software. These AV tools scan through the 

system to find and eliminate malicious codes and files. 

• Layer 3 – Backups. Running regular backups as a part of a 

disaster recovery plan.

How will AI change the traditional approach? 

Setting up firewall policies, managing backups, and many such tasks 

currently require human professionals, but AI will soon change this 

traditional approach. 



• Advanced tools will be used for organisations to monitor and 

respond to security incidents.

• The next-generation firewalls will have in-built ML technology that 

could find a pattern in network packets and block them 

automatically if flagged as a threat.

• The natural language capabilities of AI will be used to understand 

the origination of cyber-attacks. This theory can be put into practice 

by scanning data across the internet.

Improved CyberSecurity with AI and ML 

Mark states, “Complicated hacking techniques, such as obfuscation, 

polymorphism, and others, make it a real challenge to identify 

malicious programs. Besides, security engineers with domain-specific 

workforce shortage is another issue. With AI stepping into 

cybersecurity, experts and researchers are trying to use its potential to 

identify and counteract sophisticated cyber-attacks with minimal 

human intervention. AI networks and machine learning, a subset of AI, 

has enabled security professionals to learn about new attack vectors.

Soon, the AI-powered systems will be an integral part of cybersecurity 

solutions. It will also be used by cybercriminals to harm organizations. 

This will leave AI using automated programs susceptible to advanced 

threats. Like any other cybersecurity solution, AI is not 100% foolproof. 

It is a double-edged sword with the ability to limit cyber-attacks and 

automate mundane routine tasks, and yet, it’s a blessing. The 

automation wave will take over everyday tasks while the same 

technology will increase the chances of fewer human errors and 

negligence.”

The rapid expansion of the AI sector has 

already caused a shortage of 

experienced candidates, leading to the 

question, do you hire permanent 

employees or trust in the experience of 

contractors?



What benefits do contractors offer?

Greater flexibility – Specific tasks can be appointed, giving a greater 

certainty of completion.

Specialist expertise – Aggressive time-scaled projects require 

immediate knowledge and expertise. This can be the best way 

forward.

Primary requirements – Interim support can often allow your 

permanent employees to concentrate on your core business.

Availability – 9/10 this will depend on the speed of your onboarding 

process, for example, obtaining the best contractor for the money you 

wish to spend or the speed in which you wish to onboard someone. 

Specifics – Be clear in what you require.

Costs versus Delivery – Remember, buy cheap, buy twice. 

Skills – It’s time to weigh up brand new qualifications versus time-

served skills. 

Qualifications – Make sure you’re looking for the correct qualifications 

that are fit for purpose. 

Hiring permanent employees

Going down the permanent employee route can often lead to hurdles 

such as how do you attract great talent to your organisation, and how 

do they compare to their interim counterparts?

There are a number of steps you can take to gain an advantage in 

your hiring process to secure great people and keep them with you as 

you build your brand and AI capability.

• Peacocking – Make yourself attractive. 

• Set your stall out – Who you are, what you offer, and why someone 

should join your firm. 

• Keep it simple – Make your process simple.



• Manage your own expectations, as well as the candidates – Your 

expectations and theirs must align to form a realistic match. 

• Do you need to think outside the box? – What is the box? What 

parameters do you want to set to hire the best people? Shouldn’t 

you be willing to listen to those who have the necessary skillset to 

enable your growth?

• What is perfection? – Skills can be in the eye of the beholder. Do 

you need someone who has travelled the traditional route coming 

straight out of university, or those who have acquired their skills 

through alternative, vocational routes to gain the skills you require. 

To summarise, if you streamline your process, plan to succeed and be 

realistic and brave on your hiring decisions, you will improve your time 

to hire and engage and develop valued team members who are 

motivated to deliver your plans, whether contract or permanent. 

If you would like to discuss how Costello & Reyes can help you 

achieve your recruitment goals, contact us on+44 (0)203 807 9000 or 

email William Rouse directly at william@costelloandreyes.com. 
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